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Figure 5: Latency CDF with and without BrowserShield
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Figure 6: Breakdown of latency for slowest 10 pages un-
der BrowserShield

BrowserShield. Of this 6.3 seconds of increased latency,
we found that 2.8 seconds (45%) could be attributed to
the overhead of dynamically translating JavaScript and
HTML within IE. We attribute the remaining overhead to
effects such as the overhead of evaluating the translated
code, and the time to modify the HTML at the firewall.

We broke down the latency of dynamic translation for
both HTML and JavaScript into 2 parts each: time to
parse the JavaScript/HTML into an AST and convert the
modified AST back to a string, and the time to modify
the AST. We found that the time to parse the JavaScript
to and from a string was always more than 70% of the
overall latency of dynamic translation, and it averaged
80% of the overall latency. Figure 7 shows the JavaScript
parsing time versus the number of kilobytes. Fitting a
least-squares line to this data yields an average parse rate
of 4.1 KB of JavaScript per second, but there was signif-
icant variation; the slowest parse rate we observed was
1.3 KB/second.

Figure 8 shows the memory usage of page rendering
with and without BrowserShield. We found that private
bytes (memory pages that are not sharable) was the client
memory metric that increased the most when rendering
the transformed page. Private memory usage increased
on average by 11.8%, from 19.8 MB to 22.1 MB. This
increase was quite consistent; no page caused memory
usage to increase by more than 3 MB.
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Figure 7: Latency of JavaScript parsing
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Figure 8: Memory Usage at Client

We also measured the increased network load over
a single run through the pages both with and without
BrowserShield. We measured an average increase of 9
KB, less than the standard deviation in the network load
over any individual trial due to background traffic during
our measurements. We expect BrowserShield rewriting
to only slightly increase the network load, because the
firewall just adds script wrappers, while the translation
itself happens at the client.

7 Related Work
We first compare with other protection systems in Sec-
tion 7.1. We then discuss BrowserShield’s relation to
the extensive work on code rewriting and interposition
in Section 7.2.

7.1 Remote Exploit Defense
In our prior work on Shield [43], we proposed using
vulnerability-specific filters to identify and block net-
work traffic that would exploit known software vulner-
abilities. Shield maintains protocol-specific state ma-
chines in an end-host’s network stack, allowing it to rec-
ognize when a packet will trigger a vulnerability. How-
ever, the Shield approach does not address dynamic con-
tent such as scripts in web documents, since it is undecid-
able whether script code in a document will eventually
exploit a vulnerability. BrowserShield shares Shield’s
focus on vulnerability-specific filters, but in contrast to


